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Solution Summary

PC-Duo™ Remote Control
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Remote Control and Remote Access

In IT Support and Remote Systems Management, Remote control is
usually the most heavily used item of infrastructure software. It demands
very high reliability and ease of use. Remote control has to be easy to
deploy, very robust, and economical on network bandwidth. Remote
Control is also a particularly sensitive activity, demanding high levels of
security from both corporate and personal privacy perspectives. With
today’s increased focus on accountability, it is important that Remote

control sessions can be audited.

PC-Duo Express and PC-Duo Enterprise: Overview

PC-Duo Remote Control comes in two flavors — Express and Enterprise. Express mode uses peer-to-peer connections between
Masters and Hosts — where Hosts are the Remote supported PCs. In Enterprise mode, connections can also be made via one or
more distributed Gateways, and Gateways are responsible for connection management, security, session activity logging, and
much else. The Gateway is also key to enabling PC-Duo Masters to support Remote Hosts outside the local network, as follows.

Firewall and Internet Friendly

The Host periodically reports its status to one or more Gateways. Any Master with
appropriate authorization can establish a connection to that Host via the Gateway. A
Host can be configured to stay in contact with a Gateway, even if it is moved outside
the Gateway’s domain. This Remote connection can traverse firewalls and NAT-
devices without any special port or network configuration. This enables support staff
to reach PCs at home, in hotel rooms or in WiFi hotspots without any extra effort.

Security through Authentication

and Encryption

» PC-Duo uses Windows authentication
as default, but can be configured to
use alternative username and
password to grant access to a Host.
Where a Host is unable to access the
domain controller to verify the identity
of the Master, it can authenticate via a
Gateway using a 16byte password
that is automatically established by
the Host and Gateway.

+ Ahigh level of granularity of access
control can be applied at the Host by
its own local settings, and these are
combined in an Enterprise installation
with configuration settings defined at
the Gateways for Groups of Hosts.
This arrangement is very powerful
and flexible, but still easy to manage.
An individual Host’s settings can be
reviewed and edited via a Gateway
with which it is registered.

Hosts and Masters can be configured
to use SSL to authenticate the
identity of the Gateway they are
connecting to, maximizing security
and minimizing/eliminating fire wall
setup requirements.

PC-Duo uses 256 bit AES with SHA-
1 hashing as default. For connections
via the Gateway there are other
options available, including 192 and
128bit AES with SHA-1, and 3DES
with SHA-1.

Core Remote Control Functions

The base capabilities that support staff
rely on:

Scaling options — full screen, scale to
fit, 1-to-1 pixel-to-pixel.

Multiple modes of mouse and
keyboard sharing.

Pass keyboard and mouse control to
another Master.

Host screen blanking.
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* Flexible keyboard mapping —
standard and custom key
combinations.

» Cycling Monitor automatically
connects to each Host in a group of
Hosts, according to a pre defined
sequence.
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PC-Duo Enterprise Gateway
Centralized connection management,
security management, activity
monitoring and session recording.

A large installation will typically contain
more than one Gateway, and each
Master has its own list of Gateways to
which it can connect.

Once a Master is connected to a
Gateway, as illustrated, the Gateway’s
database of registered Hosts is
accessed through the Gateway Hosts
tab in the Master station.

The Host Properties dialog supports
review and edit of address, connection
and security information.

PC-Duo Administrator accounts are
required for many of the configuration
functions available on Gateways.

Concurrent Screen Recording
A boost for audit and security.

PC-Duo’s screen recording has been
developed to a high level of efficiency,
driven by specialist application in call
center monitoring.

Management of recording activity is
centrally controlled at the Gateways
responsible for the Hosts concerned.

It is not necessary to establish a remote
control session to a Host before
recording can begin. Simply use the
Gateway dialogs to select Hosts and
define recording periods.

Ancillary Features

Solution Summary
PC-Duo Remote Control

-2 PC-Duo Master A&
Connection View Gateway Options Goto Help
EPE |8
Gateway Hosts
Gateway: |MetaQuest & Vector-Networt v| Manage... |
&) Connected to MetaQuest Vector-Networks LAN via UDP/IP at 10.1.2.14
Group: All Hosts ~| _Refresh |
Display Name. | user | station | Machine | Protocol | Network Address
(= apMmwes fdeschenes ADMINWEB ADMINWEB UDRjIP 10.1.2.22
=) MQVNADMIN MQYNADMIN MQVNADMIN1 UDP/IP 10.1.2.8
B MQVNCERTSVR MQUNCERTSVR MQNCERTSVR UDP/IP on 1505 10.1.2.13
= movoct Administrator MQUNDCL MQUNDC1 UDP/IP 10.1.2.2
=) movnoHCP fdeschenes MQUNDHCP MQUNDHCP UpRjIP 10.1.2.5
= mQvNDNSL fdeschenes MQYNDNS1 MQVNDNSL UDP/IP 10.1.2.4
= movnons2z fdeschenes MQUNDNSZ MQVNDNS2 UDP/IP 10.1.2.6
(S MQVNEXCHANGE ExchAdmin MQVNEXCHANGE MQUNEXCHANGE UDP/IP 10.1.2.10
= MoVNFTPL fdeschenes MQUNFTPY MQUNFTPL UDPIIP on 1505 10.1.2.14
= MQVNHDDEMO ey MQVNHDDEMO MQVNHDDEMO UDP/IP on 1505 10.1.2.11
MQVNPCDUOENT fdeschenes MQVNPCDUOENT MQYNPCDLIOENT UDP/IP on 1505 10.1.2.7
=) mQvNSQL200SIT fdeschenes MQYNSQL200SIT MQVNSQLZ00SIT UDP/IP on 1505 10.1.2.24
) MQUIWAMCOMP. Administrator MQUWAMCOMP MQNVAMCOMP UDP/IP on 1505 10.1.2.20
= MQunwEB! MQUNWEBL MQVNWEBL UDP/IP on 1505 10.1.2.19
Host Recordings X
Display Name | Recorded at | Duration

Peer-to-Peer Hosts )\ Gateway Hosts £ Active Connections ), History }\ Favorites }, Cycing Monitor Hosts /.

MY start

» Capture all activity on remote computer screen with High Fidelity screen recording.

» Record simultaneous remote control sessions with no impact on bandwidth
consumption.

» Ultra compact recording file sizes means you can turn on continuous recording
(24x7) for less than 1GB a day storage space.

» The playback control includes three speed Fast Forward, Pause and Play, and an
Edit function.

» Playback can be invoked from inside the Master’s list of available recordings, or
can be played independently from a file that is saved from inside the Master
console to a convenient location — or emailed to a colleague for review.

Functionality to speed issue resolution and configuration repair.

DRAG AND DROP FILE MANIPULATION

A great aid to restoring users’ PCs and correcting configuration issues.
Supports delete, rename, copy and create directory.

PRINT CAPTURE AND DIVERT

Print from a remote machine onto a locally attached printer, and vice-versa.

REMOTE SCREEN CAPTURE

Capture a selected area of the Host screen as a high res graphic.

CLIPBOARD SUPPORT

Use the standard Windows clipboard mechanism to transfer screen data (text,
images, etc) from any Host to your Master — or from your Master to a Host.

In the Americas and Asia/Pacific

Vector Networks Inc
Atlanta, Georgia, USA
www.vector-networks.com
sales@vector-networks.com
Sales: 770 622 2850
Support: 800 330 5035

In Europe, the Middle East and Africa Your local supplier

Vector Networks Europe Ltd
Sheffield, South Yorkshire, UK
www.vector-networks.eu
sales@vector-networks.eu
support@vector-networks.eu
Sales: +44 (0)203 286 7500





<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Dot Gain 15%)
  /CalRGBProfile (Adobe RGB \0501998\051)
  /CalCMYKProfile (None)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Error
  /CompatibilityLevel 1.3
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket true
  /DefaultRenderingIntent /Default
  /DetectBlends false
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams true
  /MaxSubsetPct 100
  /Optimize false
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Remove
  /UsePrologue false
  /ColorSettingsFile (None)
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 150
  /ColorImageMinResolutionPolicy /Error
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 150
  /GrayImageMinResolutionPolicy /Error
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 550
  /MonoImageMinResolutionPolicy /Error
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 2400
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /PDFX1a:2001
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly true
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox false
  /PDFXBleedBoxToTrimBoxOffset [
    8.50394
    8.50394
    8.50394
    8.50394
  ]
  /PDFXOutputIntentProfile (ISO Coated)
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e9ad88d2891cf76845370524d53705237300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc9ad854c18cea76845370524d5370523786557406300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA <>
    /JPN <FEFF9ad854c18cea306a30d730ea30d730ec30b951fa529b7528002000410064006f0062006500200050004400460020658766f8306e4f5c6210306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103055308c305f0020005000440046002030d530a130a430eb306f3001004100630072006f0062006100740020304a30883073002000410064006f00620065002000520065006100640065007200200035002e003000204ee5964d3067958b304f30533068304c3067304d307e305930023053306e8a2d5b9a306b306f30d530a930f330c8306e57cb30818fbc307f304c5fc59808306730593002>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020ace0d488c9c80020c2dcd5d80020c778c1c4c5d00020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die zijn geoptimaliseerd voor prepress-afdrukken van hoge kwaliteit. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings in Acrobat Distiller 8 to produce a PDF/X-1a file compatable with the pass4press version 8 \(2007\) specifications)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /ConvertToCMYK
      /DestinationProfileName ()
      /DestinationProfileSelector /DocumentCMYK
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure false
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles false
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /DocumentCMYK
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /UseDocumentProfile
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [651.969 898.583]
>> setpagedevice


